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Subset Sum Problem
h=aizxy 4+ + apz, (mod q)
with z1,...,2, € {0,1} and a1,...,a, € Z/qZ.

Given ¢, h and ay, ..., ay, recover xi,...,T,. J
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Hidden Subset Sum Problem

hi= oqzi1+ -+ apTpi (mod q)

hm = a1Z1m + -+ nZpm (mod q)
with z; ; € {0,1} and a1,...,apn € Z/qZ.

Given ¢ and hq, ..., hy, recover ai, ..., a, and z; j for i € [n]
and j € [m].

The weights «;’s are hidden!!
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Hidden Subset Sum Problem

Let g be an integer, and let aq, ..., a, be random integers in
Z/qZ. Let x1,...,%, € Z™ be random vectors with
components in {0,1}. Let h € Z satisfying:

h= ax;+ -+ ayx, (modq)

Given ¢ and h, recover the integers «;’s and the vectors x;’s.

)
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Timeline

Boyko, Peinado and Venkatesan
1998 Fast generator of random pairs (x,¢” (mod p))

introducing HSSP.

1999 Nguyen and Stern
© First lattice based algorithm for solving the HSSP.

Coron and G.
2020 — @  Detailed analysis of the Nguyen-Stern algorithm and
polynomial-time variant based on multivariate approach.

Coron and G.
Provable polynomial-time variant via statistical learning.

2021 @
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The goal

A proven polynomial algorithm for solving HSSP

J
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The strategy

0

A proven polynomial algorithm for solving HSSP
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(Hlod q)
Input: h’ q
Output: X_7 o

Q>
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(Hlod q)
Input: h, ¢
Output: Xya

Algorithm:

(mod q)
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A Sketch
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: orthogonal lattice attack v/
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Input: h, g
Output: X, «
Algorithm:
Step 1

(mod q)

Step 2 . ?
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The strategy

U

A proven polynomial algorithm for Step 2

0

A proven polynomial algorithm for solving HSSP
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A proven polynomial algorithm for Step 2
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Step 2

1. The x;’s generate a full-rank sublattice of £(C

2. V=W,

W1, then the pairs of columns satisfy

:
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:

3. The m columns ¢; of C are samples from the discrete
parallelepiped associated to V:

Pro13(V) = {Vx|x € {0,1}"}.
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:

3. The m columns ¢; of C are samples from the discrete
parallelepiped associated to V:

Pro13(V) = {Vx|x € {0,1}"}.

Discrete Hidden Parallelepiped Problem

Given poly(n) independent samples from the uniform distribution over
Pio,13(V), recover the columns of V.




The strategy

A proven polynomial algorithm for solving DHPP

U

A proven polynomial algorithm for Step 2
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A proven polynomial algorithm for solving HSSP
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Hidden Parallelepiped Problem [NRO9]
Proia(V) ={Vx : xe[-1,1]"}.

Given a sequence of poly(n) independent samples from the uniform
distribution over P;_; 1;(V), the goal is to recover a good
approximation of the columns of £V.

!

Solvable via a statistical learning technique!
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Our algorithm for disclosing X

: Pro, 1}
Step 1 :
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Our algorithm for disclosing X

Pro, 1}

Step 1 :
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The goal

A proven polynomial algorithm for solving DHPP

2

J

A proven polynomial algorithm for Step 2

2

A proven polynomial algorithm for solving HSSP
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Hidden Linear Combination Problem

Let ¢ be an integer, and let ag, ..., a, be random integers in
Z/qZ. Let x1,...,X, € Z™ be random vectors with components
in {0,...,B}. Let h € Z™ satisfying:

h= ax;+- -+ ayx, (modq)

Given ¢, B and h, recover the integers a;’s and the vectors x;’s. )
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Conclusions

There exists an algorithm for solving the hidden subset sum problem

with constant probability in polynomial time, using poly(n) samples,
for any prime integer q of bitsize at least 4n?log(n).

e Attacks for Hidden Linear Combination Problem

approach complexity status
lattice 22 1og®D B heuristic

multivariate O(nBth) heuristic

statistical poly(n, B) heuristic/

proven for B =1

DA
17 /19



Thank you for your attention!

Full paper at
https://ia.cr/2021/1007

Bonus question: can we find an attack poly(n,log B)? J
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https://ia.cr/2021/1007
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